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Patriot Act details

What is the NSA?

Jacob Krato
Contributing Writer
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NSA headquarters in Fort Meade, Md.

Founded in 1952, the National Security Agency is the
U.S.’s signals intelligence agency.
It has a strict focus on foreign surveillance, rather than
domestic. It specializes in phone and internet interception
and is also assigned for codebreaking.
The NSA is believed to provide more than half of the
intelligence delivered to the President every morning.
Although the Foreign Intelligence Surveillance Act of
1978 limited its capabilities, the NSA received broader
powers and extra funding after 9/11 and the Patriot Act.
It subsequently extended its reach and built new
facilities, including a giant, $2 billion data center in Utah.
The agency is headed by General Keith Alexander,
who answers to Director of National Intelligence
James Clapper. The NSA is overseen by congressional
intelligence committees and the Foreign Intelligence
Surveillance Court.

Many of the claims
filed
against
the
telecommunications service
providers that provided
information to the NSA
about their customers have
been dismissed by the courts
on account of the Patriot Act.
The Patriot Act claims to
protect the Constitution under
Section 215: “(B) not be
conducted of a United States
person solely upon the basis of
activities protected by the first
amendment to the Constitution
of the United States.”
Later it calls for ex
parte (parties other than
the government are not
normally permitted to argue
in front of the court) court
cases and total disclosure of
information about specific
monitoring which was what
Jewel vs. NSA was originally
dismissed for lacking.
Not only are these court
cases ex parte, but any
action under this section

shall be tried to the court
without a jury, according to
FISA: §2712.
Under 50 USC Chapter
36 – Foreign Intelligence
Surveillance;
Subchapter
VII; 50 USC § 1885a
it is established that,
“notwithstanding any other
provision of law, a civil
action may not lie or be
maintained in a Federal
or State court against
any person for providing
assistance to an element of
the intelligence community,
and shall be promptly
dismissed, if the Attorney
General certifies to the
district court of the United
States in which such action
is pending.”
In other words, all cases
against
anyone
giving
information to the NSA are
to be dismissed by all courts.
If the States do not like
this they cannot intervene
either according to 50 USC
§ 1885b-- Preemption “(a)
No State shall have authority

to-(1)
conduct
an
investigation
into
an
electronic communication
service provider’s alleged
assistance to an element of
the intelligence community;
(2)
require
through
regulation or any other
means the disclosure of
information
about
an
electronic communication
service provider’s alleged
assistance to an element of
the intelligence community;
(3)
impose
any
administrative sanction on
an electronic communication
service
provider
for
assistance to an element of the
intelligence community; or
(4)
commence
or
maintain a civil action or
other proceeding to enforce
a requirement that an
electronic communication
service provider disclose
information
concerning
alleged assistance to an
element of the intelligence
community.”

NSA activities worldwide

MEXICO
Pop. 114 million
As early as 2010, the NSA had access
to the then Mexican head of state Felipe
Calderón and cabinet members. Americans
also took aim at Calderón’s successor Enrique
Peña Nieto. The NSA apparently knew the
future cabinet members months before their
appointment.

GERMANY
Pop. 82 million
Chancellor Angela Merkel’s mobile phone had
been on a list of targets of intelligence since 2002.
A unit called Special Collection Service operates
an espionage branch in the U.S. embassy in Berlin,
where communication in the German government
district has been monitored.

RUSSIA
Pop. 143 million
According to a NSA document from April
2013, Russia is one of the most important targets
of US-American espionage. In 2009, NSA staff
wiretapped the communication of then Russian
President Dmitry Medvedev and his delegation
when they traveled to the G-20 summit in London,
according to The Guardian.

JAPAN
Pop. 128 million

GREECE
Pop. 11 million

NORTH KOREA
Pop. 25 million

TURKEY
Pop. 76 million

BRAZIL
Pop. 194 million
The newspaper O Globo
reported that millions of emails
and phone calls have been
eavesdropped. President Dilma
Rousseff was apparently a victim
of U.S. espionage.

IRAN
Pop. 77 million
The software Boundless Informant
allowed the NSA to analyze and evaluate
14 billion pieces of data in March, more
than in any other country during that time
period.

SOUTH KOREA
Pop. 50 million

INDIA
Pop. 1.2 billion
PAKISTAN
Pop. 182 million

Here’s an overview of the
most important surveillance
programs revealed to date.
PRISM
A top-secret massive
domestic
surveillance
scheme established by
the NSA in 2007, PRISM
enables the agency to gain
access to information from
the servers of major U.S.
tech companies including
Google, Facebook, Apple,
Yahoo and Microsoft.
UK’s GCHQ has access
to PRISM data as well.
Although the U.S. firms
strongly deny the claims,
internal documents suggest
that the NSA uses Prism to
collect information “directly
from the servers.”

TEMPORA
The
UK’s
GCHQ
is operating a massinterception network based
on tapping fiber-optic cables
running to and from Britain.
GCHQ collects and stores
vast quantities of global
emails, Facebook posts,
internet histories and calls,
and shares them with NSA.
The content is stored for
three days, while metadata
is stored for up to 30 days.
XKEYSCORE
The NSA’s all-seeing
internet eye exceeds the
possibilities of Prism or
Tempora.
The
top-secret
XKeyscore program allows
analysts to search without
prior authorization through
expansive databases of

CHINA
Pop. 1.4 billion
According to an internal NSA list, China is an
important target of intelligence. In an interview
with the South China Morning Post, whistleblower
Snowden said that the U.S. has undertaken hacker
attacks against Hong Kong and China since 2009.
Information and image from spiegel.de

user data including the
content of emails, online
chats, websites visited and
metadata.
XKeyscore also enables
“real-time”
interception
of individuals’ browsing
history and can answer
questions like “Show me all
encrypted word-documents
in Iran.”
PHONE COLLECTION
An article in The
Guardian on June 5 revealed
that the NSA has been
collecting telephone records
of millions of US Verizon
customers.
The FISC ordered Verizon
to provide call records of
every Verizon customer “on
an ongoing basis.” Officially,
the NSA is not assigned to
domestic reconnaissance.

1973

Warrants are required for
domestic intelligence
surveillance

1975

“Church Committee”
investigation reveals NSA
warrantless wiretapping

1978

Foreign Intelligence
Surveillance Act (FISA)
signed into law

2001

9/11 terrorist attacks

Oct. 2001

Patriot Act passed
Section 215 allows the FBI to ask
the FISA court to compel the
sharing of “any tangible
thing” as part of a foreign intelligence or international terrorism
investigation

2002
Bush administration initiates Total

Information Awareness
program

2003

AT&T facility wiretapping
revealed

2005

New York Times exposes NSA
spying to the public for the
first time
The Bush administration monitored
calls and emails of people in the
U.S. without seeking permission
from the FISA court

USA Today reveals mass
collection of call data by NSA

Aug. 2007
2008

Congress expands
surveillance power

Congress renews broader
surveillance powers
The FISA Amendments Act
extends the government’s spying
powers for another four years.

Oct. 2012

AFGHANISTAN
Pop. 31 million

Overview of US and UK surveillance programs
Benjamin Bathke
Staff Reporter

President Truman establishes the
National Security Agency
(NSA)

May 2006

ITALY
Pop. 60 million

JORDAN
Pop. 7 million

1952

Patriot Act renewed

SPAIN
Pop. 47 million

EGYPT
Pop. 84 million

Bill of Rights including the Fourth
Amendment, goes into effect,
prohibiting unwarranted searches
and seizures

March 2006

FRANCE
Pop. 66 million

UNITED STATES
Pop. 317 million
NSA
collected
data of phone calls
of
millions
of
Americans. [U.S. is
pink as NSA is U.S.
authority]

1791

On June 6, Congress and
White House dismissed
criticism of the order, saying
“this is nothing particularly
new.” The NSA also
monitored phone connection
in bulk in other countries
including Germany, France
and Brazil.
UPSTREAM
“Upstream”
refers
to a number of NSA
bulk-intercept
programs
codenamed
FAIRVIEW,
STORMBREW, OAKSTAR
and BLARNEY. Upstream
collection
means
intercepting huge fiber-optic
communications cables.
CRACKING
CRYPTOGRAPHY
Three media outlets
reported that a highly
classified, $250 million per

year program named Bullrun
allows the NSA to crack or
circumvent the encryption
designed to provide online
privacy and security.
In a collaborative effort
with the British GCHQ, the
NSA has attempted to break
into protected traffic of
internet companies such as
Google, Facebook or Yahoo.
GOVERNMENTS
The NSA does not only
monitor the communication
of citizens all around the
world, but also of members
of governments and other
organizations. The NSA
wiretapped the diplomatic
mission of the European
Union
in
Washington,
explicitly calling Europeans
“targets,” according to an
NSA document.

ACLU (American Civil Liberties
Union) challenges FISA
Amendment Act in
Clapper vs. Amnesty

2013

February: Supreme Court
dismisses ACLU’s lawsuit
against spying
March: False testimony to
Congress by Director of
National Intelligence Clapper

June Leaked
5, 2013
classified

documents expose secret
court order to provide call
records

June 9, 2013

Whistleblower Edward
Snowden reveals himself in
a video interview

June 12, 2013

Anger mounts in Congress at
“spying on Americans”

June 16, 2013

GCHQ intercepted foreign
politicians’ communications
The Guardian reports that the
GCHQ intercepted phone calls and
set up fake internet cafes at the
2009 G20 summit in London

June 21, 2013

GCHQ taps undersea cables
for access to world’s
communications
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July 1, 2013

Edward Snowden applies for
political asylum in Russia and 20
other countries

July 12, 2013

Microsoft handed NSA access to
encrypted messages
Secret files show scale of Silicon Valley
co-operation on PRISM

Aug. 1, 2013

Snowden is granted asylum in
Russia
NSA pays 100 million pounds in
secret funding for GCHQ

Aug. 8, 2013

Encrypted communications
company Lavabit suspends
operation
The secure email provider used by
Snowden refused to comply with a warrant

Aug. 9, 2013

NSA loophole allows warrantless email
and phone search
White House insists on legality of bulk
collection; A white paper claims a legal
basis of collecting metadata under section
215 of the Patriot Act

Chilling effect on newsgathering
Benjamin Bathke
Staff Reporter

As more and more details about the mass
surveillance activities surface, various news
organizations and journalists express concern
about the effect ubiquitous eavesdropping has on
journalism.
In a public comment, a group of scholars,
journalists and researchers from Columbia
Journalism School and the MIT Center for Civic
Media says that mass surveillance “presents a
grave threat to the effectiveness of an independent
press.”
The 15-page letter argues that there is a
“discrepancy” between the NSA’s eavesdropping
activities and the existing law and policy designed
to protect the confidentiality of journalist-source
communications. The group is concerned that
a “climate of secrecy” established by mass
surveillance methods is “harmful” to journalism,
as sources aren’t able to find out when they might
be spied on, or how “intercepted information
might be used against them.”

Lisbeth Sandoe
Staff Reporter

In early June 2013, The
Guardian and the Washington
NSA audit shows privacy violations Post published information
about the NSA surveillance
activities leaked by IT specialist
Edward Snowden. Over the
NSA paid millions to cover Prism
coming months, more and more
compliance costs
revelations showed the scope of
the surveillance and sparked an
international debate.
Agencies capable of cracking
Snowden, who had gathered
encryption
information during his time
working for U.S. contractor
Booz Allen Hamilton, had left
NSA stores metadata of millions of his home in Hawaii for Hong
web users
Kong days before he revealed
himself in a video interview

Aug. 23, 2013

Sep. 5, 2013

Sep. 30, 2013

Top-secret documents show how
agencies tried to crack Tor, a popular
tool designed to protect online anonymity.

Oct. 21, 2013

French citizens’ communication
intercepted on massive scale
Over a period of 30 days, around 70 million
recordings of French citizens’ telephone
data were made. The French government
summons the US ambassador

Oct. 24, 2013

The German Chancellor’s phone
was the subject of U.S.
eavesdropping for more than ten
years
The German government summons the U.S.
ambassador

Oct. 24, 2013

The NSA intercepted phone
conversations of 35 world leaders
in 2006

Oct. 24, 2013

U.S. and UK spied on Italian
government

Oct. 25, 2013

NSA director General Keith
Alexander accuses journalists of “selling”
the agency’s documents and calls for an end
to the steady stream of public disclosures

Oct. 28, 2013

El Mundo reveals extent of NSA’s
monitoring of Spanish phone calls
The NSA tracked more than 60 million
phone calls in Spain during one month.
The Spanish government summons the US
ambassador

Oct. 30, 2013

NSA attacked Google and Yahoo’s
data centers
The Washington Post reports that the NSA
has secretly broken into the main
communication links that Yahoo and
Google data centers

Oct. 31, 2013

German politician meets Snowden
in Moscow
German politician Hans-Christian Ströbele
meets with the whistleblower in Moscow.
Snowden is willing to contribute to clarify
discrepancies in Germany

On August 18, David Miranda, partner of
journalist and interviewer of whistleblower
Edward, Glenn Greenwald, was detained for nine
hours and questioned at Heathrow airport.
A controversial British law, which applies only
at airports, ports and border areas, allows officers
to stop, search, question and detain individuals.
Miranda was released, but officials confiscated
electronics equipment including his mobile
phone, laptop, a camera, memory sticks, DVDs
and game consoles.
In the middle of October, a British Parliamentary
committee announced it would investigate The
Guardian’s reporting on Edward Snowden’s
NSA leaks as part of a broader counterterrorism
inquiry.
On October 25, the NSA’s director, General
Keith Alexander, accused journalists of “selling”
his agency’s documents and called for an end to
the steady stream of public disclosures of secrets.
In a roughly 30-minute interview, Alexander
says “it’s wrong that newspaper reporters have
all these documents, the 50,000 – whatever they
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NSA Director Keith Alexander.

have and are selling them and giving them out as
if these – you know it just doesn’t make sense.”
He added: “We ought to come up with a way of
stopping it.”
A Pew Research poll shows that the public values
the watchdog role of the press more today than
before the Snowden leaks. In an August survey,
seven in ten agreed that news organizations
“keep leaders from doing things that shouldn’t be
done,” up from a low of 55 percent a decade ago.

The hunt for whistleblower Snowden

Aug. 15, 2013

Oct. 4, 2013
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with Glenn Greenwald and
Laura Poitras on June 9.
Snowden decided not to stay
anonymous, as he said he did
not feel as if he did anything
wrong. He said he felt it was his
duty to show the world what
the U.S. government did.
“I’m just another guy
who sits there day to day in
the office, watching what’s
happening, and goes, ‘This is
something that’s not our place
to decide.’ The public needs to
decide whether these programs
or policies are right or wrong,”
Snowden said in an interview
with The Guardian.
The American government

LindenLeaks
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Repercussions

Todd was questioned within days of the
record’s release, but denied any involvement.
After investigation, the FBI and Cyber Crimes
Unit identified Todd as the responsible party.
Todd was charged in late January and received
convictions on Oct. 28 for two counts of
tampering with computer data and one count of
tampering with computer user.
For the first count of tampering
with computer data, Todd was
sentenced to serve 90 days in the St.
Charles County Detention Center.
For the second count, tampering
with computer user, Todd was
sentenced to serve one year in the
detention center and spend two years
on supervised probation, after serving
30 days in shock incarceration.
The same sentence was issued for
the final count of tampering with
computer data.
All jail time and shock time will
run concurrently, resulting in 90
days of actual time to be served,
with credit for the 24 hours already
served.
The university was involved in
the plea negotiations, according to
the university’s In-House Counsel
Eric Stuhler, who was present at the
sentencing. The original plea bargain
was for the defendant to serve a full
year in jail.
Because
Todd’s
wife,
a
Lindenwood alum, is expecting the
couple’s first child in March, the
administration requested the offer
be amended so that Todd could be
present at the birth.
A fourth count, Assault of the
3rd Degree on a Law Enforcement
Officer, was dismissed.
“The administration is satisfied
with the work of the prosecuting
attorney, and commends the cyber
crime unit for its investigation
and is satisfied with the results
and believes that justice has been
done,” Stuhler said.
Todd’s out-of-pocket costs
are $11,292 plus legal fees to his
attorney. He is not eligible for work
while incarcerated. His current

charged Snowden with theft
of
government
property,
unauthorized communication
of national defense information
and willful communication
of classified communications
intelligence information to an
unauthorized person on June 14.
Before he was charged,
Snowden had already fled to
Hong Kong, where he remained
at an undisclosed location for
several days. However, just
days after the USA issued an
international warrant for his
arrest on espionage charges,
the whistleblowing website
WikiLeaks
announced
Snowden had boarded a flight

to Russia, as a stop-off to an
undisclosed country in South
America.
Snowden was expected
to board a plane to Cuba
the following morning, but
did not, as his temporary
travel authorization had been
revoked. After being trapped
in Moscow’s Sheremetyevo
airport for several weeks,
Russia granted Snowden a oneyear asylum on August 1. The
asylum is renewable and allows
him to work, live and travel in
Russia.
Numerous public opinion
surveys on Snowden’s actions
show that U.S. Americans

employment may be in jeopardy as he will
be unavailable for work for three months,
according to Stuhler.
“So you’re talking about somebody that
owes well over $10,000, he’s gonna lose his
job, he’s gonna be in jail for three months, he’s
not going to have a very happy Thanksgiving
or Christmas and he’s going to be out just in
time to maybe catch the baby as it comes out
of his wife,” Stuhler said.
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Edward Snowden

are divided over whether his
actions were right or wrong.
Snowden was presented with
the Sam Adams Award in
Octover, given to professionals
who have taken a stand for
integrity and ethics.

University’s response
Stuhler said that if Todd’s intent was really
to draw attention to concerns about LU, he
could have done so in a different manner.
“If he thought that there was a security
problem with our information, he could have
gone to any campus official, he could have
gone to the president, he could have gone to
the IT department. This was not the way to
handle those types of issues,” Stuhler said.

